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Response Headers

content-length 35118

x-xss-protection 1; mode=block

x-content-type-options nosniff

content-encoding gzip

x-powered-by PHP/5.5.9-1ubuntu4.3 <E—
vary Accept-Encoding,User-Agent,Host
keep-alive timeout=8, max=250

expires Tue, 13 Nov 2018 07:06:34 GMT
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ﬁ PHP Selector | extensions

Current PHP version:

PHP Version

apcu
bcmath
bitset
dba
dbase
dom

eio
enchant
fileinfo
gd
gender
geoip
gmagick
gnupg
http
igbinary

Set as current

imagick
imap

inotify
interbase
intl
ioncube_loader
json

Idap

Izf
mailparse
mbstring
mcrypt
memcached
mongodb
mysqli
mysqind

[ nd_mysqli

nd_pdo_mysq|l
oauth

oci8
opcache
pdf

pdo
pdo_dblib
pdo_firebird
pdo_mysq|l
pdo_pgsql
pdo_sqlite
pgsql
phalcon3
phar

posix

S 8 88

Save

Use Defaults
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Dashboara Delete Users

Install Plugins

You have specified this user for deletion:

Posts ID #4: admin

Media What should be done with content owned by this user?

Forms
Delete all content.

Pages ® ' Attribute all content to: Unique Admin Name (uniqueusername) ¥

Comments

Products Confirm Deletion

TablePress
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How Hacked WordPress Sites Were Compromised

plugin
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theme

hosting

file permissions
old files
password theft
workstation
phishing
insider
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https://www.wordfence.com/blog/2016/03/attackers-gain-access-wordpress-sites

g3l e @ L il g3l em (sl 08 a1 slozel b slaaigydl Laid oS o duogi (pizeen
35hls (sl sl slacoles 51 Glste gt @ oS ey n 0T 2y5e 0 1 Gl S 5 00,5 axzlie s

35 ool g3l
LT a5 st b 08" soliciasl VirusTotal sxile (DT 15l 5 51wl oo gy sl bl b aig38l (40,5 oSl (sl

e b s o a1y asgi8l o (gl58l

AR



https://www.virustotal.com/gui/home/upload

UXNet.ir o9y Colu coal

SaS ool 1y 922059 (aedl axiuo B
Slr s> Bl Gopsys 4 0955 Seend (3,5 a8 aas (Ll Coel wilgi e (055 Gl el DBl a1
Jono WP-AAMIN 5,8 iy URL s b ol o )ls 052 5 cpl gl e g, 50 ol ol ol oo

039 4 9939 URL i ogi v/

aS Cowl cpl ol ) OS5l Sl dOomain.com/wp-admin . o, Colw 4 99,9 URL (5,8 iy jsb 4
il g 1y ol 58 957 se glaen Sl g o Sa ol don

938 b WPS Hide i 4 09y9 01, aig3l 5| iS00 dmogs (09 s 4 3955 URL 05 (sl
oz oyl ol alils ol 4 Ladd .5 ls sole (53,9 ald G aigjhl 5o 1o .aS oolanw! Perfmatters poes
U APCRARCIRYCORENIN SRS DU SRVEC U EET | YT PR

as Users Disable Google Maps

4 Tools Perfmatters 359 Sy 49 5 dig 3l
Dicable P 4 Strencth PRI NN 05139 s puiki 4§50

. isable Password Streng

Settings Meter

General

Writing Disable Heartbeat Only Allow When Editing Posts/Pages :

Reading

Discussion Heartbeat Frequency 60 Seconds 4

Media

Setiesae Limit Post Revisions 3 N

Privacy

Perfmatters
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Q, SEO
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b Install Plugins
Main Settings ~  Access Lists' B3 Activity % Lockouts® W Hardening & Users JTools @ H
" Posts e :
Limit login attempts
sd Media anfe .
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Comments
Downloads
Aggressive lockout Increase lockout duration to 24 hours after 2 lockouts in the last 4 hours
Appearance
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Site connection My site is behind a reverse proxy
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</script>

<script type='text/javascript' src="http://testing.dev/ds-plugins/ds-
<l-=]9F 1€ IE 9]>

<script type='text/javascript' src='http://testing.dev/wp-content/the
<![endif]-->

<link rel="https://api.w.org/' href="http://testing.dev/wp-json/"' />
<link rel="EditURI" type="application/rsd+xml"” title="RSD" href="http
<link rel="wlwmanifest" type="application/wlwmanifest+xml"” href="http

generator” content="WordPress 4.6.1" />
<style type="text/css">
li#wp-admin-bar-ds-cli .ab-icon:before {
font-family: 'serverpress';
position: relative;

AT G ygm 5O o )9 A

il ggog0 al G155 a8 S (65L5 cnl b )l oS5 55, A diien 1) 593 w2355 05 (o0 dnogs I50e

function wp_version_remove_version() {
return ",

add_filter(‘the_generator’,
'Wp_version_remove_version’);
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S lid) wigSe il slsine ool plSin oS 055 o T 5500 4 g Wlond 005y g g whaw ) Ypane
5l o le bl o St Lol el 0925 6ol HTTP il sloyon

Content-Security Policy
X-XSS-Protection
Strict-Transport-Security
X-Frame-Options
Public-Key-Pins
X-Content-Type
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v Response Headers (763 B) Raw

alt-svc: clear

content-encoding: gzip
content-security-policy: frame-ancestors ‘self* httpsy//my.kinsta.com htips//mydev.kinsta.com https//mydev2.kinsta.com https//demo.kinsta.com https.//kinsta-demo.
herokuapp.com https.//*kinsta.ninja

content-type: text/html; charset=UTF8

date: Wed, 19 Aug 2020 15:06:51 GMT

link: <https:/kinsta.com/wp-json/>; rel="https//apiw.org/

link: <https:/kinsta.com/wp-json/wp/v2/posts/7378>; rel="alternate”; type="application/json’
link: <https://kinsta.com/7p=7378>; rel=shortlink

SErver: nginx

I strict-transport-security: max-age=31536000

vary: Accept-Encoding

via: 1.1 google

lx-content-bjpe-options: nosniff I

X-Firefox-Spdy: h2

Ix-frame-optnons: allow-from https.:/}"rr‘memkinsrs.com/I

x-kinsta-cache: HIT
http ol slajon

sy lnl ulauS e, Securityheaders.io K1, il b1 0 wpnoys Cole g auly s uioren
iy BUPRVEL Spp 3 Wr X S Lmdl oS> AS s yhedao S D23 o yiules I, cole g9, JLE HTTP G:.,;.J

Security Report Summary \
h
/\]
Site: https://www.instagram.com/ M NET

IP Address: 2a03:2880:f231:e5:face:b00c:0:4420

Report

i 20 Aug 2020 15:01:31 UTC
Time:

« Strict-Transport-Security | « X-Frame-Options
Headers: v Content-Security-Policy ] ¥ X-Content-Type-Options
X Referrer-Policy | % Feature-Policy

Warning: Grade capped at A, please see warnings below.
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Sucuri Security
iThemes Security
WordFence Security
WP fail2ban
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https://securityheaders.io/
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SecuPress o
Doge ol s (JS aelipn Ko el o5 ol pnl el sladig Bl (nl (ooled e sl 9 S e (S
ol 0310 &5 ()9 Sla bl (Lol (sloosiy 0 a5 (Glieis JLo a2 g WS (oo (o3l |) Lol (0209 ol &5
IS g
&l Logas asg3dl ol sl WP Security Audit Log plugin caisl aaie wilgs oo Comd () )0 a5 (6,550 dig3dl
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https://wordpress.org/plugins/wp-security-audit-log/
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File Permissions

Reload File Permissions Details

Relative Path
/

wp-includes
wp-admin
wp-admin/js

wp-content

wp-content/themes
wp-content/plugins
wp-content/uploads

wp-config.php

nginx.conf

Relative Path

Suggestion Value Result Status
755 755 oK

755 755 oK

755 755 oK

755 755 OK

755 755 OK

755 755 OK

755 755 oK

755 755 oK

444 644 WARNING

444 644 WARNING

Suggestion Value Result Status

iThemes Securityly w,iws jse (oo

fadl 498 Wrowigp (o yiwd 920

L FF- Wb a5 wp-config.php sleciwl as ol #F- L #FF Wb boaig, adS 5o .
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WS Jlad il 1y (10299 9910y 0digy Gulpg Y
4 ol Ree IS JFoduzmn |) o0 )5 Coadel 0illgd 0 oS a5 i il o ys slacole I ks
ooy9 0 g Sialpg! (50,5 b pe (o es 4 e 1) 05 Giulpg ojlal (Batwg ple 4 ol
AOL ade &ilg o
15 95z se gl il o5 Cenl Cl ams plol o el San 45 )5 oodl ol o0 Kb Lad oy yg gl ST
51T cled coli o Cyme sloaS slizl 6lp g Uhsy S LI cnl WSS Glalpg |y Mg Kol pg! Cond
WIS e | gl b ol 51 il e el AL oo T ol l 4y 0,505l 3, 51l

. n

4o "edit_files" 5 "edit_plugins” "edit_themes" LB b oo 1,8 545 Wp-config.php sy, jol, »; oS

define('DISALLOW_FILE_EDIT, true);

dusS 5 y5 ol hotlinking 31 0¥
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Slal anie ase s 0 g 0gd o0 fae Cole wib sl 5l eolaul el Hotlinking oS oo eoliiwl pgas 4 ;)
S e olmgl gl T 6l

apache ;o Sousiud wla 3l o Sel> >
S a8lsl og5 htaccess ouigp 4 ly iy oS

RewriteEngine on

RewriteCond %{HTTP_REFERER} !"$

RewriteCond %{HTTP_REFERER} !"“http(s)?://(www\.)?yourdomain.com [NC]
RewriteRule \.(jpglipeg|png|gif)$ http://dropbox.com/hotlink-placeholder.jpg [NC,R,L]
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